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.,. "'• . . Ail rignt . let's turn the lights out and ring the bell. I 
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think there is 
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aome absentees here. 



■. -x ■ 



■? 

V 



J ■- -p - » , , * 

, -i *•. t A* . > ‘ - • - J* 1 r ’. ' - * « 

■> i** , , »_# , - 1 . ^ r -_ .* 4< * ■ ; w , i ■ - 

Well, let's go on" with the slides. There are a couple of slides Iwant to 

* Ai : * • « ' 1 , 

. v “ * ■ T * .. * 

4 i I " , _ ^ 4 9 m * . ^ » 

’j * show . ,1 am going to talk a bit ‘about the traffic “analysis from our own point 



• e i' 
V 



* - t , v 1 »« •<* ^ ”* _ * 

i, of view of cbnmjuhieation security. 'This is meant to illustrate the important 

: *V - „ . • 1 , 






■ * *« * * ■» 

‘intel l i g ence that Is derived by traffic analysis by watching the flow mfx and 



‘iv-l . ' f 



' ebb of traffic and' this one shows convoys across the Atlantic from Hampton Roads 






'"'•V -and Algiers. The chart shows the daily breakdown by security classification of 

J ** V * * • ' 

' v . ' ’ ^ * f , * - _ - 

■ the traffic” from Hampton 'jRoads, Port of Embarkation, to' Algiers, North Africa 



» • 



> ' V . „ •+ - -I 

for the month of April 19^ • Three definite peaks in traffic volume are 

_i ' ,*T 1 ; : 
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evident, each of which indicates a convoy movement from Hampton Roads to Algiers. 



V 7*”Ar ’ ' 



\ The approximate else of the movement is Judged' fepom the total messages in groups 



and peak periods while the destination and route are given away by addressee 



. - * 



callsigns in the messages. Close inspection will show' that the first traffic 



search began on 4 April, the second on 13 April and the last on 22 April. Experience 



-■ ■** 



’ circuit the 



. ^ ' has shown that these traffic peaks appear on the/day or two following the actual 

. , 1 '.t-' ' ~ 

, . " * *■ * , - ^ * - 

>A ” ■ / fcc&voy sailing date. The convoy movement a are therefore called on the 2nd, llth 

* ‘ 1 f ^ -£~* i m * V * 

- ' . " • - ‘ * 

, ^ r * * 

• »*, . , -s - * 4 

- y and ^0th of April. , Furthermore, the traffic study shows definitely the proportions 

f ■ , • . __ _ • . *• 

- -i, . of supplies and troops carried in each convoy. This is due to the fact that all 

’ 1 ' . 

- . ‘ • y .. A • ' 

• ■ . . 

.* ' passenger messages are classified secret, cargo messages are classified confidential. 
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. Detailed analysis shows that there were 21,836 confidential groups and 3*9^5 

H - ■ - . - 7-' 

• ' 5?c j - - . 

, ' aecret groups transmitted in connection with the ind of April convoy. The next 

. 1 ■ , • ■ ' . . *•' * ‘ ' 
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. <J04VOT gave fiae’to 18, 160 confidentieLi and k,kj0 secret.. The third convoy 
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,•’* . required 19,429 confidential and 594 secret. It is apparent from these figures 

•. • ’I V- - ■ — • * ■. 

, _ ■*' w • * * 1 * * 

7 ..that the major function of each of these convoys was to carry equipment and 

- t > . - l 

'*■’ ' «' ^ * 

-• % 4 ‘ ^ 4 . ' *■» 

‘supplies . 

; * * ■ • f " "* m • ■ , * i • 

- Well, you all remember 1 am sure the various signa that were posted in 

r * , * ’ 

i, \ * * 

’ ; 2 y . 

. -buildings — Keep quiet, the enemy is listening and Troop movements are very 

, ’ * - - --- ‘ 

.A ' . 

.. , very guarded. Now 1 am going to read you from a hook with the strange title, 

*jA " 

* M m , _ « 

» , r "All Honorable ‘Men" hy James Stewart Martin, who apparently was a member of 

' ■ r* ' * ' ... 

* V '■ * ' " r * 

- ** some OSS or, Economic Bureau or one of the War time economic things of the 
- . government. 

- ■ "On a bleak night in February 1945, I found myself standing with 

4 , - 

» ‘ ' ' ’ i-' 

-my small party of investigators in mist at the Washington airport waiting to 
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take off. As 1 stood in the gloom observing all the security measures that 

* . * 
i 

i > »■ - » * ■# • * - — - « 

r . * 

r * » ' a' 

surrounded our ^routine departure, the black out of the field and planes, silence 

♦ _y‘ ‘ * " 

• t and sudden orders, i remembered our discovery earlier in the war of how easy 

' ‘ i ’ 

tr • ^ 

the secrecy of ship sailing had been penetrated by the Germans, In 1940, 4l and 
42 ships leaving American seaports had had the same security measures to protect 

J • '• - 

their departures yet many of their broken hulls and water -soaked cargoes had 

V* ■ ' 

washed up on to the beaches of N§v Jersey, Virginia and the Carolines where 

f ^ 1 . 

... German submarines had spotted them with In sight of shore. In case after case, 

. t / > 

- ^ 

».r 

" a ft 

»■ . V k * t * 

every toan hn board had been marked before the Captain opened his orders. No 
they may not have known it, the cargoes they carried were reinsured with Munich. 
The routine system of placing insurance had put precise iataaaBdt information 

- * . - V* 

.a " • 

* % * 

,, on their sailing date and destination in the hands of the Germans before the 
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, -* * 2 - 
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ship left part. in the summer of 1941, before there was any economic * 

,*■ \ t w * \ - * „ * *■ 

.. *» # - *■ a . -■' * J ^ - L . . . . . . _ i« T ‘ J V - * 
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n ■■■ - a. 



ft .«• 
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warfare 



- section," several trustbusters discover 

V" ^ ' ; : ' ' \ 

. r. w -■» * *. 



discovered that while the American public was 



* **<■ . looking more and more' askance at German business connections, Insurance companies 



*-r- e.' 

ITS 



■* ' k »■ -? . - — * # ■? T ' ^ * ' . ’ - * v • » * £ * i 

doing an International business seemed to have no such doubts about their faregn 

- _. t v*--- t-* - ■•*■-: *■ .< >. * • ■ t* * . 

■\ - ■; .^V" ri' v- .-• ,• *< •- * \.. . - .v 1 . ■ - . 



A ecnmaitmpnts.. insurers of large risks , such " mi ships, cargoes and industrial 

i *; - ‘V O ’ - - , . . - v 

^ - r? ^ ^ - ■ ' * # - j f * o v . , 

! * 'i * « '* * ' ' T ' t ' 7 * l s « l r * w i i ' r . J *k *• • ■ l k 



. l -plants, customariry spread the risk among other companies willing to take 

v v'V-v;i ;-:>v 



- ' ^ ^ - '• '-p j ■■ ’ ■ 

■ ^ ffactiona,| share’s ; *Tbe big insurance and re-insurance compejaies in the United 

V*?. , - , ^ .^V > * *t . , - -■ 



- t ■*■*!» . • » , 1 4 . f i- 4 i 1 , - • * *■*. i 

‘ ' v : states which handled the largest risks have such treaties on an international' 

J -*-; * v -* • -k i'- ' r . ' . •** - . 

; ^ t . yr r ' * - " ' ^ ■■■ ’V ' .-it - - 

, -i* *f,» . ,, ' * * . . . . » ;I . . . 4 , 

• basis through arrangements with the Lloyds group in England or with the’ Zurich 



' >' ’ : 
. — ' - 






. A -l-* 



*’ * ^ group in Switzerland. ’ It had long been the custom the American companies to 

- v . j*'.’* /■ . “-** ~ V .'i* - ' ‘ . ., 

■* ■■< -V* - '~r . . i “ ’ ' -w.. e. . ■* ' « » » _ . 



jlace their* reihsurance r on ships and cargoes with the Zurich group by cabling 



-S' ," T ^ 
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*. f . . . * * ‘ • . . ' 

. information to them so they could accept responsibility for a share of the 

' ' r i ■ .— ■* i ■ 1 ■ 1 - 1 • - - -r -» ■ ' v» 

--’r*' ij . ■ ’> f- 1 - .» - ■ ^ • , . a i “r 

•* e, V 1 - v i* • - - - ■ ■ - ' 

k' ’ ^ J * . I - ^ ■— W i w * a t”* *«, „ -e , - - r - ‘ i *■ - * 

r American 'insurers * risk* The Information cabled would Include the name of the 

f ^ 1 *?*■ ' 4 * . . * 

*■ ,!• • , V • -- i v “ - » . -s - 

. X * . ■ „ ^ , f • •# * 

* ’ " ‘ i -*^-V • 'V-' , . f 

^ ’ ' »-* -- *“ ■ t^w - -- ' ' J v ■ -*>,»•« - f ** ^ , c A 

' ship, the sailing date, the cargo carried, the destination and the value of the 

\[ /i 1 • . ■ v' / 



*-■' ^ * infixed property. ’ One detail which should have raised someone’s eyebrow but did 



< . i • * ’ J* • * , . ^ ^ 

*" • n<?t until the government stepped in was the fact that the Zurich group 'in turn 

✓ . ;^Y* -■*•'- r-'ti* ■ t 1 ■ - ». ' ' • ' -»*■;. v- •; ■/**• 

: . . ... ■ • , f • • ■ • . " 

- ? 1 . * • . _ 

in Germany. The result 



"had a reinsurance treaty with a Munich reinsurance pool 

. ^ ^ r i / r . , -r * , _ 

1 i 1 * T ( i» ' ' / > ^ * 

• i s r^j_i - \ * . ^ j ^ • 

V r - ^ ‘ ■. * \ 

*' w«A that during 1940 and early 1941, by the time a ship had cleared New York or 



V/' * 
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service 



*' v Baltimore harbor, headed for a European port, the German intelligence/already had 

- ^ , - 



.♦ 



"-the sailing date in hand. " This goes on to tell about how anyone who was 



" s ^ " Ji interested in some of our big buildings could purchase blueprints ’ far $.50 — far 

- *» «?. * *- ‘i ■■■•■•" ■ ■ • : 1 



- -i'. 



. 1 $.55 he had the plans of the White Bouse showing the locations of the fire 



^ 1 * ■ . p “ 






■ */ x- 



;-; : v . «kt in^ul^ers and other protective apparatus^ For $.75 he had the plans for a 

,\ l ; '.V . ■- «.- '-.-i 
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l -'new large magnesium plant, one of the "blueprints had an arrow pointing to a 

'i’f . f , -s . 



-J , • , r - , .? - " ■ ♦. ■, ‘ • ' 'if 

- r • !- ■ * . .* - * , -- , . ./ • ■ f . ' ' ■ , •■ 

. 1 valve with a legend —under no circumstances must this valve he closed vhile 



i * 



• . i i < 'i ■ „ * \ v* » 

» , ’ s . , * t f n r * 

r ' ' r ' the plant is In operation as an explosion would result. So much far our 



' protective measures from messages . It’s Just almost impossible to tighten up 

- *• ~ * # ^ _ 
s 1 , 4 . '* ^ ^ • ' 

if everything apparently. • * . 
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Veil, now, let’s see what the next' slide is. 1 am' going to pass that up. 



'^■That’s some more traffic analysis and I am going to devote the rest of the talk 

1 .. • r* - - 

- ’ _ - * - _ - _ r 

* t ' . * , % - 

,, .to cryptanalysis, the moat important steps. First, the study of external 
Characteristics of messages. Second, study any available ' collateral including 

r ' . 7* • . . 

* , * * » * ' ~ d 

• -that obtained from previous solution, this means cryptanalytic continuity, very 

■■■*•■’* * , ! 

7 important. Study the beginnings and ends of messages. Search for repetitions 

’ r ■ , . ■»---■» . - ■ . ■ 

■ sj •» i 

v • r - ( s ^ 

between and within messages, preparation of statistical counts of letters, groups 
aucd etc. Search for indicators, determine the type of cryptosystem used, 
separate the traffic into groups of messages in the same or related keys, test 

. w' - ' J 

' , 

. * , r 

for probable words, sterotypes and algaes, isologs, hcaaologs. Then reduce it 

.* . . ” 

■ ‘ - V " “ ■ - 

to simplest terms. 



The rest of my talk will be devoted to a brief discussion of modern, 
practical cryptanalytic c p s^ ti -en r and gadgetry. How ve turn first to a picture 
• % Of an old gentleman, Trithemiua ^ ^■Bmhs picture matches the ■ Retu r n that the 



.Sc*. 



average layman has of a cryptanalyst 



«wvfe. 

. secrecy hag yadue c d an air of ' 



A 

d6i-u ttr 



. * , . . ~ 

. .mystery, 4M- ^before World War 11^ it was possible to do mach^ processing merely 

cu-Aa . 

with pencil and' papes^ Wow cryptanalytic work is very big business, ^complex 



• ?- expensive but it pays big dividends. i Feu ianud - Bri liki g fl i. g ctm . s a y -. -t hat at the 

\ J K ^ 

* , * 4 * 

^ ’ 4 

, present time 'vs are spending about a half a billion dollars la year on thlB 

‘ , . * . ■? Z? * ' K v. * - • €- 

*- ‘ -r i . , ** , - ’ - . 

« T . ■" ♦ * i ' . ' * . 
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- • _* a . activity. Sow the cryptanalysis la modern systems baa "been' facilitated “by the 

. r ■' f i * wv 

- , . • >»■ - ■ ■ * * - 

, - £ -jf- . ■ _ ' 

- v invention, 'development and application cf special cryptana lytic aides by way of 

* - ^ . r. »_ 1 J- • 

machines . The nature of the problem, not merely the number of permutations and 

i . ' - . • '» 

1.1 ■ «n* - ■ A. ' . - 

, a - • _ ' ' ',*;**- ‘ * 

’ r Combinations bu£" the type is mare important . The nature of the problem is one 

i- ■ - ' *■' . _ -> 

-;jr' ■ ... - 

wOflt testing out the multiplicity of assumptions and hypothesis, ccranonly by 

f"' r f w ' ■» - . 

■v S- ■ ’ ' 

I *' 7 # T '♦ t* ‘ 

- . ‘ ! 4 ^ . r I* 

“ *’ “ statistical methods T I ‘JLl show yoii a picture of what T think is the earliest 



, * . Cyyjptanalyt ic device, one that 1 made at ftiverbauk in 1915 car l£. Sliding strips 

. *J» - f - ' - ■’ f’ 

•* ‘ J. . i . ■ *, 

i t r ~ L k - - a 

, _ between two glass plates, 1 can slide them easily, they are in tracks and rubber 

. * ** . ’ v ’■ 



"j- . * \ 
r ■' ' /r '*• 



O 1 . 



rollers so i could print alphabets fast, a ingle " alphabet ar a whole row 'of 

A. * “"T* . ^ ' 

\ ‘ \ , 
j'-'*.' alphabets --the polyalphabet . In 193k, I become quite chagrined that we didn*t 

“V* ' ' - ... 

‘ -< ' ** ‘ “ ' * - V * ' , . n 

* * • • * ■* - *> «j 

‘ fc . . t- 

V "-have any kind of machine apparatus to help us ahfcfthe Navy did. I found this 

' 7 - : -- ... 

“ *** • ' ' . ■ 

-• x * . . ? t - * ; , ' v 

' * wv . .out by secret channels. The Havy began in 1932, if I remember correctly, with 

' 'v - • • ■ *. ' V 

"V- T . r*, - *- , i * ' \ 

one a punch, tabulator, sorter and they used it ' far cryptanalytic \ 

-4' ■ '-y . •'-* ’■ ' v f k - 



* *=.J i 

■ 



purposes and there came a time then a couple of years later when 1 found out 



I 



■ l .1 






\yc 



y-, that there' was' a possibility that we* could get same. There was no hope that 

. 

, ’ £ • . - ' ‘ " 

, -I . ye dOUld convince the Signal Corps people that ve should put in our appropriation 

: i ' i - . ■ » • **■ * * 

. - r ' > 

* - ■ * •» ■ j 

- a for this thing so there came a time when I found out that in the office of the 

. ^ * i- . * V - ' i * * '• 

V. - ^ * 

. _ _ I'i f . - - - N. 

Quartermaster General of the Army, there was cm installation — a sorter, 

. a punch, a tabulator and that a new officer had come to take charge of this 

* _ .« — , A - 

t ' - . . A ’ * 

. . partlcxilar division . The division had to do with the accounting for the CCC, 

^remember that gentlemen. This officer didn’t find that ftenry Bennett who was 

* * r ' * m *~ , r r - - ^ 

1 J *■ k i t * # ** r 1 _ ^ 

. Quartermaster General to” George Washington used machinery so he decided that 

/ . -V- _ 

v he would have this bakeh out so when 1 found this out,' X maneuvered to get ' 

' # 

*'’• - . . 

* * t 

‘ ■ * 5 -’ 
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" - =7* -■ ' • ' * * ‘ * " • •* * 

- ‘the remaining term of the contract transferred to the Office of' the Chief 

- ' ’ # ■ m . . r # - . w . v 2 . C* * * “ • « ■ • ^ 

’ -feighal Officer and that was done by a memorandum — you can sbe" blood and'* tears 



t- " on it which f wrote putting ray case forward in my own handwriting, what va 



A 



Vv 



1 "* • . * m i 

• i could do If we had a little help of that sort and this 1 b the extract of the 



t .. 



with 



* ■ 



-first contract that we actually got Jbuan IBM far our apparatus. Prom that 

* * t "* * »i 

- *'■*-. * ’ 



z isiall beginning I show you now' one wing of a big building at Arlington Hall 

■; \ t ... • . . 

.dur ing World War II which contained nothing but IBM machinery and we had two 

, „ ‘ % * ' - * ' 

such wings. They were several hundred feet in length, hundreds of machines. 

■ i- . ' ' * • . ' , 

. • . - _ ■■ 

; 1 > . flow I would like very much to be able to show you the examples of the two 

v . ' - - . . . 

* * 

• ’ . ?■;. ■ ’ ’ ■ ... - .* , 

. modt important machines that contributed to the cryptanalytic victory in World 

. • ■' . . • 

* 1 V * — ** - 1 f m r f 

' „ War II but I cannot. These pictures would show you a Navy type of bombe, a wccrd 

U*, ' . * f * .. 1 - * ' 

" Z, ‘ ' 

. . ‘wjaich we took over from the British, who took it over from the French, who took 
it over' from the Dutch (l think it was the Dutch). The Navy had a different ' 

i ' "I * * W r 1 , 

» W * ‘5 

; , . . - - ■ -- , v - 

type of machine from the army. They went in for high-speed commutator devices, 

£ 1 " ‘ * ^ 

4 . » ‘ - -’>*•*. ■* 

9 -f. 0 * " * • % . <1 ^ . ■ <4 - I 

' '\i£ 1 reifieiaber correctly, the rotatbiial speed of the conimitators Is 18,000 per 

■“*V- & a 1 ■ - i,* . * . i * - 

■ „ s§com, 1800 revolutions per second, this is a very high speed thing and they 

« 1 * * T • ' * r *“ * 

* " ‘ 4 , 

* ■; . r ' * ■ • 

, ; W|re going to have at first 336 of these machines, each machine having four 

‘ - 1 

w ^ -i# r 4- 

l *. '■ ' * i«-i * ' rv I k “ 1 ' ^ 

. “2, doa*m^tor3 . The reason far the four is that the Naval Enigma had four Jrotors 

> , %■- \ ' f ^ ' «. *■ * ' i - *• 

* f * i - - ‘ ' — • ^ i > m / 

v . ‘ 4 , * t v f ^ 

and the reasan far the 336 is that the set of rotorathat they provided for Naval 

• . T.\ ' ‘ ' . . 

uhe, there were 336 permutations of the rotors that could be used in one date or 

*■ , ' ' ■■ v ■ . * - 

! 7 ‘ K -k ' \ 1 , - ' ... 

, ' 7 '-, in one^period — twelve hour period. The Army vent in for electrical relay solution 

: * . ' v * 

* • « - • , 

\ ^ 

' J t - * .. - 

gdchinea which we installed in a big wing, basement wing of Arlington Hall. It 

• . • ■ **> * * t .• i *. ‘ 



A 



*' > V&& 8l tremendous thing built far us by the Western Klectric Comp 

. ‘..w * * 7 - . - ■ . - - 

' ' ' -■ ’ - ri; - • . . * «..*• * ■ • . ' r " ' r ‘ v 

^ - - : : ■ J - "*•’ * ■ 



Company and we called 
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t 4 >--v 
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*■ - ' i 



m 



* 1 






3 



REF ID : A63397 



>.'34. »? 



. . 









, " vT ’*Jjer Madame X. It’s impossible to Bhov you a picture of that thing "because it was 

' i * t - 

.*> - v' * ^ r • * * ’’ 

yC * 4 - * * , s ^ * * ( fcf . ( . ~ f . • i a. ** ^ ■■ . 

* - 'joadh too Mg to get Into a picture hut I don*t have a picture of ‘the Navy hombe, 

- * " , 4 f ’ 1 «* r *■ „ 

_ f - > - JU* * '» . 

i * * *«# • • , * < , 

• i -* ' ^ h,-. * * ; * ' t » • 

‘ X wish 1 had . 1 I don *t knew whether the Navy even had any pictures of the bombe 



y 



■taken. ’ It' may' not he too late- X think the Navy has one ccr tvo Btill in 

*'*.«• * . * - ' ' ' i ‘ 

■»* “ - * > * ' j. >-*■ 

■* * - , S * *■ . 

- operation. 



- •' 

;^v.« ' 

* i * , »- ■ 



.'MV' ’• 



--■-V 



-.• 



Bov we are going to come to the specialized types of machines which "both 

. \ e- ' - - - * . . 

Vfr » 

-it j ;* 1 _ ^ p, * l » . ' y ” . " 

; ?-■ B Services use. X can show' you only pictures of those specialized types that 



: - .4 - 

- i' * i v , 

-*- ’ v - * J 



■ - ;fr . 

- used because X happen to have them. I don’t know whether the Navy had any 

* . * .-r w - 



- * * j-. „ - 

pictures taken. This is something I will have to inquire about — I got these 

■ " " ■*■ **■. 1 

■4 .!*• ■ ? < 



3 .3 



- t 



' v.: ' together far the talk. X am sure howeve'r that they had as mny and as Complicated, 

**/-*-- : >-> 

- ffc*- J* , # , . * *- T 4 - V 

<*T? if not more complicated, machines than the Arny had. 1 must say one ward about 

. ' r' 



"** * <* 



- 



- w' V / a feaehine which the Navy designed and X don't knew whefer they actually "built 

‘ ‘ ’'j . v- - vv - ‘ - 






it or not, called Duanne, toward the end ctf the '.rar. The solution of the enigma 






dt^pejaded upon one thing, two things really. First, no change in the wiring 
> »*' • • . ' 

. „>■: ’" . ^ the Germans didn’t do this throughout the war 

" of the rotor3 # /and secondly, the por session of a crib. That is, the knowledge. 



f ?<*f ,pCrotty definite ‘assurance that a message voulfl have a certain vard or expression 

; * 1 , . C * J* . - ' - 

4 , " 1 ' t - I. _ ' *' * . ‘ ^ 

T> --/in it. Without that you couldn’t even start. We didn’t have any trouble getting 

• V " ' " 

. \ ‘ - s . . ■ "... 

- • ? "fibese cribs because of the method icaljaess of the German minds, X mentioned that 

' T * "■ Vf - • - \ v - 

’* C '; ^ . , • ‘ ^ 

before, so that there were always cribs available and you would be astonished 

, ■■ ' ; 

’ - - • , K * i 

■ .-- 5, ^ ■ ' 

■/, at the sources of so me cf them. Far example, the solution of messages to and from 

. - 

J < Hummel 1 would be dependent up&i' catching a crib of some’ lonely operator way off 

^ » . ft* t 

.-the coast of Narwa^y who was reporting, "nothing to report." On some of these 

* f * * "* ,v • % 

■- ' - * A ' . . . 

C?lb sources, the British and ourselves had double and triple coverage to be 






• 



•ure that every letter was taken. Xt was that imparteint. 
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Bow we "have to have machines to moke coincidence counts of in comparing 



.messages, It you have a message of 200 letters paid you want to compare it with 

* •’ , _ w ‘ „ * • ‘ • ■ , , 

* -«■-«*■; , . A ■* 1 * ' * ‘ ^ - 1 ’ i 

■. ' another message with say 200 letters to Bee if ffchey are by chance the same cipher 

*-r . • ‘1 ■ *• . • * .** . . - - '\ 

..... \ 

- or* whether they are Blid, displaced a little bit. You can do this by hand, yes, , 

■ *S... i* «.'■* - 3 - •' - ' ' 

^-'1 « <■ ’ * ~ * V ** j - \ 

* / tin* petfstin can do this sort of testing, comparison, about one comparison a 



>- *' i . ' -* j. .4 - v£ich would require 

; 4' (fee end but that would take for 200 mess ages /about 1*0,000 comparisons, they 

\ “ - T -■ * p- 

-- •*- y . : * ' . - *i 

Would take about ten hours, This is much too slow’ so we built a machine to 

, , V.' * • - * •*" . . • 

l 1 - ■ • . , - ‘ ’ * fc 

“ . * * , * . - / 

’ t - A * ' - *\ . . \ X ‘ * 

- . jh _ , i « • ■» * ,/ f ' • s 

’ ' make the comparisons and we call them comparators. We have machines now at 

* - m A r*’ *\ v . 

- ■■ -* . . , , t - , - • % ' - * 

'■ -w ■ . -A. „ 

i, , • JESAj one a ROBIN' will sake 50*000 comparisons a second. We are going to have 

-'-V “** - 'V ' ■ . - 

. * l" »' . ~ , , l > » 

A machine if it' already hasn't been made and built, the DEllA, 1 think it has 



V v • * - * Jl 



■ £s*-/hC '• ■ v 



• * ' ' . - 
- « .. . » _ s 
«. r * 1 ^ - 



- 1 been delivered, 5 siiliidn comparisons a second. Now' this is many times faurtcoc 

v k ^ - 

'the. capacity of ' '■ ' '• 

. \ jj tkacHxtka ROBIN and you dan see what effect machines of that speed would have 

Vy • - ■, • • • - - 

’ * - t - * ‘ 1 W 

V \ . P -» T* J - 5 

-s . Upori crjrptanalytic techniques in the future, tfhe first comparator that was 

•'» S/^wvausA. 

e . built, f mean a real sort of a Job, was the one built by Vandiver Bush at MOT 



V • -U. 



*. 7 ' for the Havy‘. It was a 70 mm comparator but we had in’ Army breadboard things 



■ : • L < . 



nil / * * ( , 'i ' 1-1 1 

, that we used far several years before the Navy T s comparator was put out. 

' ; - r . • * 

r .»• 

llcw I‘m going to show you some pictures of some of the types of machines 

*? , , If . n - 

• J ^ ^ a H, i . t . 

£ ?' aaid I'm going to say Just a few words about each of them perhaps. 

■ .*, * * t » . 

■ • ’ ,.v " • . • * 

* •» - * 

t or t / first I'm going to show you ALCATRAZ — that ' s the ALCATRAZ, we Juat passed 

A: ' - - 4 - , 

„**•■’* A 4 

' ■ f J , C I • ' < 

1 ALCAraAZ is a machine which will sake monographic and diagraphic flequency 

" . "'‘I,: *- ~i-> -j — ^ , r . 

- counts, columnar, or anyway yon please. It was a great big thing, very bulky 
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hnd ve have “better ones new. 
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v V 






• ' * ,1 . ' - V .• -J.V ■*> 

v 1 » * -» , ■" ■>* * Z 1 r " *. * . * , » 

- ' -/;-v Hew this picture shews you an automatic deciphering machine. I don't 

“*• — r "‘ — 

* * * * 

1 think that deals with the Japanese 



‘ > M- 



t ' *>* 



y^fcijov what the caption 

• '■* - ' “ ‘ »'• is r. * . ■ ’ s 

r ■ ■ -V. 






Military Attache I 

. . i 2Tt \£ vj- V- 



’ v ' < V* - t i ^ * - 

fc-T ■? " **■+ * 
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< r J- 1 






Bare *£s a* machine which will locate repetition between messages and ve 



A # 



^ /T\ c al l this a BRUISE ?^RCE machine because ve don't make any attempt to do a 






r y 
7 **• 
s** ; 



- *’v. ’first s lifting.' You take all the messages and just push them through the machine 

■ y‘ -* 1 



f r -ti- 



V 



r * 

* «*l * 






-- * ' ; And hope that you are going to find a repetition. That's a BRUTE FORCE machine. 

■" T * ^ 1 ,fc *3* # *. . -s*' 

: ... . - - » V ^ ’* . ’ . • *-r? ■ - i-* ■> . ' -r 

■ ’ Here's another one, called the BLltiE RUN machine where you have a dis- 

f* \ ■ * t* “ -■ 

, v -- * ( .. . 

* * - J ' ' / . * ^ . ^ . *• » 

placement of th<T messages. You want to find where they should be super - 






: «■ *5<i? 

r it 









ilCere i* e machine far 'decoding and deciphering — X don't know now Just 



A . „ . . > .* 



. 4 . 



** -atV* A» --r 1 - , 

J. . «i I 1 *■ - » ■ V* * ' 

- ^ . ; • ■ 

• ,* I w % '•'* . < 4 j f 

■v ,-vhpt it was, it was a war-time machine. 
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■vs’ ' v“ ^ >v : ;? - * . v. f -*. ^ 

■ ..< . .:>• Here *s one which was called the CAMEL that' was a machine for 1 

‘-,i ' .'A f V v >. . > /• *:• 

; j ' . , . . * »* v . * j 

« A • - *’*• A y y »«•' ’W ' . • ‘ , * - 



locating 



V - ftert^in types of indicators in Japanese military traffic . 

■-'f 



.. <£ 



*7 this "was the CAMEL CODE 1ND ICATQR -LOCATOR and' a specialised thing 

' ■ .■ ; • ‘ ■■ ■?- ■ ;/ . ■ ■ - •- • 



also 






7 -forlthe Japanese Army ciphers. 



' ’ - Here is a "machine with which consists of an assembly of components, some 

' \ *-•-.<* 1 * -4 ^ W 41a -■ •' ,J| ■ 1 . 

— * . /■ ■> ■ Y * • i nr 

. 7 - " \ T ' t ' . ' 
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v special Job, nothing caaplicated about that hut Just getting together the 



_** • 
- 



“ necessary number of parts far the particular job. And sometimes these things 



*• - m T r- ' . f ^ ^ »• 

> wd to be done Ijc a hurry.' 



,-fc* r s - ,s¥i.. 
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. f ; L v This is a machine which was used for a system called JAB and I think that 

i : ' T - * - ' ‘ * * """■ 
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was Military Attache system? I forget, but anyway that was one of the machines 
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,/ • thaV was utei. (3h, that's an Army Around Force . 

- • ' \ bl* k J *.. - T - A - 

. , J v s .4.1 ’ r • 1 -s * . ; 

• - ••-■ ■ ,-j^ ’■ v . , 

. • * • ( • v ■ = « • ■ : ' 

‘ *.'• This next one is Selective J-Square. You remember that square 

„ 1 a' ’ • - ". J 

, ',•*!* *> - - r ' , 

- *• . i- ‘ ' 

-; v . y * you, iViookeJT like a magic square, they had a number of those In simultaneous 



that I showed 



*; use and this machine was designed to pick out which one was used far a 



particular group of messages. 



-v-. 



.V,'/ - next is a J -Square permutatar. The same sort of thing. You had a plug- 

’ " - '"Cp** C* * r • «. J ’ **' - > 

' v ■ / jf* ' * • - T . ” . 



-' hoard here and you could plug in to see how many plugs there were. X think 

•• *.V - - . . . A -. r • . 

^ T. •»*•*■*’* . ^ ^ - i . ’v. 

the hack of the machine shows a little complicated wiring that had to he 



’ „«■ « *'* J .. at 

"*"• *- j? - , , v. 1 - , * 

. . 9 ... „■*. -■ .U^eytajcen. ' . 

‘r-> IV . / . . j 

- * \ ' _ 4 



• - This is called the PURPLE DUD -BUSTER. In connection with the PURjPLS 

%J3r »- ; V» * *aS * “♦ ' « " ' * L k , *• 



^ •/ j* 

•I ■ .. ■ machine’, ve had 'many times messages that had garbles In them and it was 



.. . r. % 



%* * 



.5 . Invariant to try to get out every message and' to degsrble by hand, which was 



' 4 






n. 



• -f 



/-'• ■ - kind of difficult and a slow process, so machines were devised to locate and 



* . ' 



to eliminate the busts as they were called car duds. 

. ■ - J v " . • , - * - v -- • • • * . v ■ 4 - 

J-. i 35ji^ is* the OEE . That's a Sprman one-time pad system about which I told 



- — • . I - k V . ji' 4 

' ■ W ' ■ . .*■ ^ ' ‘ ; - * 
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you. This was the machine that was used to generate that additive. I am sure 

• * ! - T-. - 



: ,n*'; it d12Ui't look anything like the original German machine. 

V -^'\ . : 

!V'- if - - f.. 

r* v '..> ,+V- f The next is the 0EBEXMSCERE1BER CRlfi TESTER. If you had some crib that 

machine that 



' ** ' * .• 



~":±t you wanted to try' out on one of the fish systems, this was the machi 

: , * t /. , . -i - . . • , ^ k 



. * <;^uld help you. 



c * I • -r -- “ r 4 *' ' 

. .-If.,. r 



' This is what we* called an AI7T0-S(iRITCHER . That is what the boys called 

* ‘‘ ' - 

: , >.• T 

• it, 1 called* It ROI^W, because in a way it was a thinking machine, it didn't 



- * 



J things quite by the exhaustion method— it voidd take a hypothesis, go through 

7" V , . ; - . 

• - 

- >„■ ' 4 C*'. - - . *■ 

■ , . a ; ' . ■ f 

,£.* / '■- ** a' certain mower of steps testing and if it got to a contradiction, it 

■ • Jh 1 . 3 ^ • ' ' * * J W 
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would 
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"*rr." gay, "no, it's no good, go back again, young Ban", and this it would do tine 



* *•' y 1 , ./ > 

'•» ’ A.W i>“ ■ • >- .'■»« .. -J.. „ ; ' 

.gftpr time until it got a hypothesis without contradiction and that then led 

:> -• . ; - . . : 

„ f ’ - to the Kofution of the particular ENIGMA key. 

' n -'“ .T’7* ; • >. ■ • * ■ ■> • 

, f' j 

4 r - 

“ - -**-■ * *“ ■ - " i . ■ 

v ^Bere is a machine called 0*XALLBY. It was a specialized arithmetical 

rrv.-^- - ' - • i. . .. . . 

■»•*_■** -v ** * ■’», • * * ’ ^ , , « 

J fc. «> '* ^ % ' . K . ~ ^ * 

r ■ V i '• .* * ^ 

jt, cftmputer . It. gives the summations of products of pairs of numbers. 



%-Here is 



/,* i- - — ‘ 

1 *■**»,., 



II which is a high-speed type of comparator thing and next 



t, . haye ^£i3|isaff. which is the first general purpose large-scale coincidence 

V <■ :”.V -\ ' * ■ 1 - . 

i * m * 

' J 4 ^ . ! ■ 

, machine. r Ibis is the first machine that NSA had built with the magnetic drum 

y > v/ v *. */.• v * - ■ *■ * . - 

• ? » ' I *, ^*T ' «* I ■ , " ‘ ' J 1 

a •_ «. . . 

* for storage. 1 think there is another picture of GOLDBEftd — you can see the drum 

r V* •* _ - . * i w 

> I * S - ' " - *' 1. " * . V, 

■ # v i • ' * . * 

V ' 6ver on the left peeking through the aperature there. 

► jt' t t -■* _ ( , ■ % ‘ * ' t 

.-fr * - '* - -*.r” , ‘ - 

. ; \ A And. of course, we had ATLAS . This is ATLAS t, we had two ATLAS II *8 

■ j“ • • > 

. 4 - /' gad these, of course, were replaced by the more modern digital computer machines, 

j ^ ■ " * ‘ , r > J * , 

r , . *■ V - ■ ; 

■i* , r: - 4 ^ * , * . • * 

. Specialized Y^l's and other types of machines. And we are going up to, you 

» - 'i: i: 1 »v . * - , ~ - r • . . - 






' ' heard what Dr. Kngstraa said, higher wad higher speeds all the time. 

J - y* ' i ” 'C ’ ' ' . - ' • 

. / VW ■> ». ■ 

4^ 4 i | “ ® A- 1 . 4 

r. r e < * ^ a r 

v ", . v - 

I. - -V Sow 1 had hoped to show you sane slides ar a beautiful chart which 



■*. * 
2. ■ -v 



* *.T. . ‘ i - - ' . ■’ 

‘ *» ^ 1 ^ I* » i 1 ' , , , 

{ T depicts' the story of the batfLe of the Atlantic— a most stupendous, fascinating 

. *■;. '■ ' .? ' 

. tale, stranger than fiction. The story of the Battle of the Atlantic has 

' • * ’*► v 

. .• - ;• --y ^ ■ . i 

■ » prrfaa.i .«ret. a. 0«M» «e v.iy .mrt p.<^e but they l«ck 

V 1 ‘ ---w , - - - -JL ■ . - 

-*• ' ■. . . . - * • ■ 

r r imagination. The Germans knew that the enigmas could be solved. They had 

. ■* *' ■£ ^ , ■_* ' ■*.'■' " I* * - ’ 

,'>« ‘ > > ' I i. ' . ‘ ' r ‘ ' 

. . Worked out on paper methods for solution, mathematical demonstrations and so 

- ■ - •’ •* i " j* ■ “ t - — ■< — —’*■ — — 

on, but they said it was impractical — couldn't be done. It would take forever 



:,’V , ;to^reach a' solution. It never downed on them that one could build machinery 

- -t . , - y , i > * ~ { - ‘ ' ' t ' .. ‘ 

' fin- ‘ A’-- \ t V ■ - ' , ■; 

ip do what they thought had to be done by hand. That was a fatal failure, their 

' 1 +} - .* ’ . “■;> . . ... 
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>• — J 4 M » ^ ; 1 < *' ■. * 

* ‘ ' if*"'’- - ' 

v w " ^ * k.r ,fc * » > ( * t 

c_ . Ijjftginaticjn. Saw ‘ in the battle of the Atlantic , the Germans caiafe to a time 

* * *' *» ( ~C c - * 

i» tg* . mi ’ T?*" *■»**. ■* v. . . s _ „ , * .« ** V • 



* - . 4 \- - V there is 



-* vhen they feYt something strange about hew their submarines 



meet up vith 



t * a ... 



- - ij»- - 



i&iiedf ships, way out of the way. How is Itt Veil, their ciphers were secure, 

h;< ; - ,s# ,$ * ; 

- * * , • 



, .. . I?* -this they knew, so it couldn’t be ciphers. It mist be treachery, it must be 



& 



•P-v»- 



*>. * , v O 

- /r it- V 

i - Spies . What did they dot They adopted the piractiee of not giving the Captain 



- ■ i . 

t » i *» 






ht a submarine his sailing carders sealed in an envelope as is often the case 



i - 

v , » < * 

.. ■ 



< ■ hut they" toll him to go to sea and they would send Him' word. This was a very 
* - fortunate thing for us because then we had the envelope open and the failure 

p "»‘ s - -* ■ 

-■’r " k *■' , .* - » “ J 

* 1 * *■ ’ 'y ^ ^ | " . 

of their imagination, their methodical minds, their addiction to sterotyped 

1 ( i * i.f -■ *" " « . , . 

*r ‘ - ' “ i * .* - 

• . . . r ' , , , - 

' messages dinged their downfall. New the funny part of it is too that they 



• . ’ 

tried to account for the submarine losses in another way besides treachery. 






■ 7'. *,'■ . .•** U ‘ : .. . ‘very 

. t It ‘must be direction finding. They The Allies must have some/high-; 



I'S": rt j ) > ; 



1 -r ^ 1 * »;* * "*a ~ . " i , 

• 5 1 * ^ r - • i t * ' i. 

\ { - powered new kinds of direction finding gear and do you know, strange to 

1 ' ' i. 

*} - - ' ' * ' , 

t -* -• - ^ » • , . < 9 x 

. • * - * _ . • . • 

relate, the books that are coning out of Germany even today, describe their 

. . ’ *■" ' 1 ' -* 

loss of the battle of the Atlantic to hlgh-pcwered radar direction finding 

» * * * * r . j > ' 1 . 

- 1 : and that sari of thing. It hasn’t dawned an them that If that were the case, 

. . ' -• • “ , - . 

' ■ i ' • ^ . -,v 

* ■■ Kj . . - • 

v if there were such a thing as high-powered D/F, high-powered radar apparatus 

* • ■ . . - , - i -* 1 -T * “■i* , ' ^ , - 

\ T * . , r ‘ r; .. ^ . * * " . 

_ In 1^4-3 when they began losing submarines by the scares. Surely the art would 

. it 

their imagination has 



. " ?J have semething to 'say in the periodicals but, no, the! 

* ■ , , \ . , v 1 * ■ * ■ • . . . 

V T-.‘ ” - .i. .■». t ^ , • ’ , 

. stuntiried it 

4* stifled their thinking and/is still ascribed to direction finding and radar. 



i .r 
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_ Let *s hope that they continue in this dtlissia a delusion. So what I have been 



■ »'• 



< v , 



r , * - i + t ' 1 'J- r * Y. ■“!’ ■» , ^ 1 

- *• v .... telling you xs a profound secret . X mention to you that in a talk which 

' 7: •'* ' '*•»' r - - . , 

■ ^'ii. ** . , ' i - '* . ■ •' - , * - ' ■* ■ - ■ . i , K 

•*'* 1 ’ id^raY^Wenger gave before 'the Navy War College i* deliberately misled them, 



■'** 1 * Admiral Wenger gave before the Navy War College be deliberate: 

'■'tV'S t;- ^ % . /■; ff . ' • ; •*.- - / .„ r ■ 

; y -* - 4 i-i v ■. * . • . j - 

■■ r ,r<$r.. yJ- -■ , *■■ , ¥ • *is. * - • 
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£he secret is so precious . 1 want to take this opportunity also to say that 

y.-y * , . - 

' * t ~ j p -ts •%.“ % 2 <• *■ „ ^ » 

tills country owes an enormous debt of gratitude to the lari 3 lance with which 
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K« "* f 



“v* ^-Mmiral Wenger and his superior, the Director of Naval Communications , Joseph 

i Ji • *' -» P* 

^ *\ * * * " 

* .* * ' i# t:- ■ • • 

'*■? Redman, operated this precious communication intelligence source during World 

.• * „ 4 , *■ » - ' 1 

IV . •* ' - . 

"»"■* .. J . i 

"•V 1 f ’* * t, •*■ • '■ ^ , 

' * .. 'War 11 and the Battle of the Atlantic in a manner that left no leakage. It 

. " '« ■ ' v ‘ " . V , ’ - ’ 

- - 1 was a brilliant execution of security arrangements . The submarine j| commanders 

^ 1 u i "* ** T , / 

j, * * •*- 1 * , ' * . * 

. who were 'told to go where, the destroyer commanders who were told to go where, 

* - - ' J ~ 

1 • __ ' . 
i” ‘ * had no idea and weren’t told so the precious secret has been kept. The slides 

* - * .a. ■*„ ' 

V "X tried but they are too dense, they don’t show and it's a beautiful story to 

» * V * 

" » • " , , t 

> » ‘j > * ' . 

• * teli but 1 will have to pass it up. 

• ■ - , — ^ ' „V ’ _ L 

*“ , * 1 ' ^ ** - ^ , 4 . “ ' “ V -J 

■U * • /■ - - •* » ' 1 1 
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Now, in the Pacific Theater — I have already' Indicated to you some of the 



x 

■ • V 



principal reasons far success^ on the failure on the part of the Germans but 

j'* “n, " . 1 - -■ 

* • j " ^ . * 

• » r <. 4 “ l - J 

• v‘ * N - * .2 . . * . " »r^ - . r 

-J .must’ not fail to mention that we owe a tremendous debt to our British Allies 

» V ' - , . I * " . - " ' ‘ ' 

: *V v Who showed the way in the enigma and In many of the other systems used by the 

• . #■ ** , -9 . » 

^ - « « \ * r • _ 4 . ■* ^ 

4 V ' ’ ■ 1 • ^ Vi ¥ “ p> ■„> 

but their' contribution to assist America is incalculable. Besides the things 

, \ 1 “ ’ -/■«' ' - t , * * 7 

£ ; ft •- ^ -*■ • * . . . * 
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1. have mentioned on the part of the Germans, lack of Imagination, in the Pacific 

* ' y . -• n .. ^ - 

, jf. there was lack of technical knew -how. The Japanese mind piled complexity on 

. > t * ■* i " 

A ».*.»*» « ■* i' 

^ ^ 

/. ccmtplexity' thinking that this is vhat will t± give them security. They made 

. - ’ ■* %. 

many errors in their complex systems— they couldn’t help it. I wish Z could 
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show you their machine for producing their random additive groups. Gentlemen, 

v / .. ' i- S ’ . ■; .. ■' 1 . ■ . 

’ H \n - ‘ - f y *• * ' t 

- • it’s pitiful, pitiful what this intelligent people did in this line. Their 
ffiftcMon for making random additive pages number because their systems were 

• • - ■ -T r 4 & ' , ~ , ■ i ■*■ ’* *■ 

■ - ^ f - . " ' n. . , 
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•O' slow 'and bo complicated and bo open to attack, ve read pretty nearly every- 
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I Ides' 'the failures on the part a£ the dermans, the Japanese, and the 

' t'. . . V Vi'- ’* . ■ ■- 

1 *'-*/■ i •’Vi' ■ . _ - * •* y ** * ■ - 

, \ Italians, ahd hy the way. Dr. Sail has rminded me that the Italians 

, \«y ~ . *./ '.-v' f 



did ubs 



' . ythe Hagelin machine In their pert of the 'war and I think It was the British who 

4 * * T - * . ■?’*'. 'Vs'.Mi, j - -•* - 
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* " 'read most of the traffic, besides their failures In 'Imagination, don’t forget 

* I ' W** V *1 i -* ' * -' r . - . „ 

-■*, w- ^ - r- r- : w ’ ; ^ • ■ - 

"** there was hrTlhince ‘tax the part of /American* and British cryptanalytic 



■ f 



t '• ; t% , „ - r ^ % , m r u *_-*' ■ i , * . ; « : ' . 

.Staffs, I vill txt|i except present company,' and one Other thing, very 

" ■ -T- ■' ~ 

. \ ’ '■ . ' , ;>r -i > . • . ' »•;* *’** ’ - 

■' V' ^ - 'important —lots at money, millions of dollars.! Without the money, 1 don’t 

" v 1 ' . r 4 '•>’-# * r- 

‘ ^ ' v * - 4 , - ■ 

T - v . V, think we^couid have done what ve did. ' The last few charts 1 think might be 

\' : } i . > *,» »y,^ ‘ . - “ * . 

-;v ;■ •- t . , - 

- * t f V' ’* *, • **a ->. fk ‘ ' * . - ** fttm - s j* , I " • . ^ ’ 

^ /tatweatinsl Lat 1 * see for a noaeat — to give you an idea of hov 

“ p . V ;*• — ■/ - a v j?4" ^ J % 1 , 

* . , - tr . »«,j * * — - " • ' s ' T - _ jsV . ’ ' 

JL«. *’ .. - 7. - " : . - • , ■■ 1 

*■*»* .' * r *i*~ '•%**'* " " " * 



1 5 ^*; . 



" . «V 5 I,’ . , %.* , s *«,* v* - - 

j "i - t -_■» Vi.' 5 - -» ■?« ‘ ’ - t--j -» 

A finally viafts uj> by courier to the Pentagon. We dion r t have really Just 

.r ■ i. • 

^ !, ^ * ** ’ - -r ^ 

- •;. ^ ■ 'i '* 1 r s . , - • . ■ ■ V 

r r T • * J*4r ^ ■» ./'t «■ 

! the copiers, ve had telegraph teletype lines/ secure lines with crypto gadgetry 



*“ *" * 1 • X-** ■“ . 
■ ; '* 

>i’-«5n them. 



.. • 



-V|* V 



, t, 'V t , *1, ’I * - \ 4 

.• a chart vhlch shovra the production of decrypia for the period 



• 



- . ' 1* -’■f'-V/i ..'•■v-; ; . 

. ; ' '1 December l$4l through tksaqaprimd ’31 August 19^5 



<;/ 



OVef llfif messages and this is the cream of the crop — there were only trans- 

-S? * ‘ ‘ , ’ • ‘ * ^ , - 

■ . , ■ . ^ « • ' , ■ .■ . , , , ^ 

* r -> ‘ ’• ‘tf» • i • . / t*'' t 

J - Nations made of the ones that showed some usteful information. This is the 

I r“- r ‘ , •' f' — 

- ». • i ! ye*-'.' ^ . <r '■ •'■• ’ *•’■**--•* - w - ■ . - 

", * ‘ ^ , '-7.' ^'*: 

Savy distribution system, the way they linked up their various cOmint operating 

* k "* • tf . * ' - - ^ I-.. * . ^ * _ : * , , 



»*r # 



•jt. *»» •* . 

♦ r ■» 



« - -ly; ^ ^ v ’ r • . v-v - , k - t < r < 

C eaters, dSn^iicated, controlled from the center in Washington. And this is 
^ ■; - . . . 
\ ? -'a picture* of the combined Naval -CCBtOfl? ocrganinatlon. There were* various 

. . * j 1 p 

* l r Jr * * »■ t , .1 

*,'» , ~ „ 1 • .’.r “* K . . v, * . 

" Cgaters^ in the British centers. ' ‘ *■ ’ 



• ' y n •- 



- f c 4 
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■ * V'-- ■ ■ . r fc??*' ■ 

Sow X t hink ve can stop the lantern slide and 1 am going to talk far 

* ' «• j -* >* , 

- , ' ;-r *' ;■ w , • . " C 

the next fev minutes some more about vhat it meant and 1 will read some 

i - . 

' ’ « - - s 

; . .'i • \ ■ 

Extract a from a report at a committee, appointed by the President in 1952 , to 

r ^ ' * ». ^ ‘ p V 

look into the cryptanalytic activities at the United States. There was a 

. v ^ 

hit at unhappiness about the way in which 'the Army and the tfayy cryptanalytic 

,• *\ ■ •• ■ v - '• 

Organisations had coalesced. Scans people thought it vas & skat shot gun 

.* % *» , - It ' 

. ■ ..." - * - x . ' . 

marriage, perhaps it vas . There vas a desperate, desire to make it work and 

' - i 

. i 

i 

In order to moke it work better than it bad been, the President appointed 

i ’ i 

* 

this ccSmiittee, headed by a New York lawyer who had had same experience in 

* * 

.• *■ Vs* ’ - 

this business during the war and they studied the case and they brought in 

" 4 

- * • l > - . ' ' - 

A report with reccninealations far strangthening the Armed Farces Security 

- ‘ . . . * ‘ 

’ » . * r 

Agency, ns it vas called on its first union, and X will read tram that 

- * 

report because it had some — this tells the essence Of vhat vas done during 

j 1 • 

the war. ~ 

v' - , T 

- — m j* 

, “In World War II, CQMINT inay veil have been our best paying’ 

. . .y , 

• ■ - •; - • ■- 

Investment. Its cost cannot be accurately computed but an informed guess 

- ■! 

* ’ • - 

would be perhaps one -half billion dollars annually. General Bandy is 

' ■. ’ . , 

Sported to have said that it shortened the var in Europe hy at least a 

ye&b, ' in the Pacific COMEST located the Japanese Fleet enroute to the Coral 

' 

Sea and again enroute to Midway in l9**2 enabling us to mass the carriers for 

.r • .. ' 

• , . . 1 . * * • f 

.the battles which generally are regarded as the turning point of the var 

W< / * ‘ . n . 

a» a . » 

against Japan." 

• ^ - i 

. 1 j '- • ' ■ .’*15- 
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•T : 'i An extract frcan the report of the Joint Combat Intelligence Center, facific 

■ - ' ’ - -- 
A - , * - • » *' 

• • t 

tjccan areas on this engagement reads as follows: (and this is in the Brownell 

V. . - '‘ fe V . 

r l * t 5" %* . - 

Jfejpart) . 






“The factors that vitally affected the Battle of Midway an were 



' 1 ■■ • ■ . -.**'*■, *• «-v ♦ • 

SK say and complex hut it is undoubtedly true that without radio Intelligence, 



, - * 



;• that is COMXMT, it would have been impossible to have achieved the concentration 

*f / ■ «. * *» ■ " 

l * " 4 ~ ’ 

- * ' *v 

-bf farces and tactical surprise that made the victory possible. In 1942 COMINT 

■ “ :» ’ 'V 4 -- . 

v . , -■ . » i 

* - .* , ' 1 ’ , j-* *„ i " 

V ^ , - 

told of the. critical Japanese decision not to Join the Axis war on Russia." The 

* A »•» U . • 

A-* , • 

ri . - ' * - ' 

funny part of this is, the U.S, authorities thought this message was a phony 

. ■ X * - ' ' -• ' “ , 

>* , <■ - ‘ ' <• 

meant to deceive us, "in 1944 it helped us to pick the soft Mutksxfiax Spots 

- 5 j ‘ * _ v 

r . ‘ ‘ % X 

- v ’ ^ » • »■ - 

, for our island advance often showing us where the Japanese expected us to 

. . ’ ' . r ' ( _ z f 

• • r j* ' - . 

< I i 

«« « , _ , 

attack and where their troops were massed. The strategic bombing survey mission 

'.vv" ' . 

- ^ e' * * 

Which checked on shipping losses after the surrender discovered that COMINT’s 

* ' ‘ • *■*. " “ ’ i 

. - - «f " - ' ‘ - . . 

, 'jV. , - » - 

knowledge of the else and location of the Japanese Merchant Fleet on V-J Day 

f . 1 . - 

£ Sf ' ' cf Merchant Marine 

had been more exact than the records of the Japanese atinot Ministry/ itself . 

CQMIHT provided us with our only reliable measure of how fast the Japanese 

were losing their will to resist. Our leaders had an immediate and thorough 

‘ . - - <• 

fecord of the peace feelers which the Japanese asked Ambassador O aAw Ma t t 

* ♦ * ' ' 

^Moxtee> in Moscow, to send us through the Russians and of the explantations 

* * 4 ■» *■ % 

to niak^qf how dec is loop were being reached and on what points further concessions 

'**' t — 

: . t + ' ' ‘ ^ ■ 

Vould be made In connection with this, the Brownell Report doesn't tell us, 

w * ** ■ : . < 

, < • 

, > - - 
^ . - Jf -r - • - - - **' ‘ ■ T ' 

jaut you see we were reading these peace overtures of the Japanese, trying to 



* tf 
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ijj . . -*■ • ■-**/ 



k 



. J V - 



\ * „ „ ' * 
- r * 



%:.^V 



to get Moscow to Intervene, 

T t M - 1 . . - J 






*1 



to call a halt and'Satu was In touch with 
the Russian Foreign Office and we set hack and waited to see if the Russians 

fc . j ** -t . ’**’.* * . * * . " 

* ‘ would - tell us about* these peace feelers.' Rot one word. The principal credit 

■ ' ■ « 

-.V, r ’ t * _ ■ ; ■ ■ •’ - 

'■ ■ ?or winning" the Battle of Britain has gone to radar in the public eye, and the 

■' '* V : ‘". V. • • - . 

, • • ! . ~ 

so few to' whom so many av«d so much, hut' much credit is also due to another 

-?'* -*v *■ 1 •*» J i - - 

, - . * ~ ’ W r , > + 

* ’ - . *. * m • . . 

" British fey who rapidly deciphered the high level combat traffic of 



-1 

i 




en 



S » 



* « A ‘. •; 1fc ' * ■ “ • - v c 

add' guided the airborne few to the defense of the right place at the right time. 






in^ COMXHT did even better. It read Rommel 1 * intentions jav'MttLoa 



■** ,y J so'^eilTEEat' the desert fox guessed the truth. He confided his 'suspicions to 



> !**♦ 
* ' * 



- t - i «. . 

* * . , * , » 

■V J Berlin .only to be told by the German High Command that such things were not 

' - ■ / 

. ; .. . , * * - % , -- - ■ if . • ..> » 

V : ' ' - .. s ' . u ' v. * . . .« - , ‘ * ' 



possible. 

; - * » .--w - 

* ' > • $efore May in France, - CCKIHT furnished 



- 



periodic appeals* 'Is 



’*“■ i i 
' V J ‘ 



■ fr ‘ ;v.. 



1 . } i * r** - * , 4 *- . •* *• 4 v *►. 

of the situation far the High Command showing where he felt the main attack 



.i 



4 would come af Well as a cane /Berlin’s replies ignoring 



of 



good advice 



jfetlUBMy in favor cf Hitler '» Intuition'. 

;■ ■- - ' -- . V. 

V- -W I l"**' , 

1 - ■ 1 ' . -o. • I 

* v fr CQMlRT also contributed Ambassador Oshima r s detailed reports to Tokyo on 



h- ■. 



h^s pre - lavas icin tour Of the channel defenses which led to basic revision at 



'• i 



. Our landing plans . After the assault was launched, COkttfT supplied a large 



!-S .... 

> u .l 



^^uantlty of battle reports, battle orders bn every level from the OKW itself 



down to the various divisions. 



■1 'V 



.... 1 * 

* , b *1, >, 

- 1 . - J. • < 

- n* t - € 

S' - 



I , , I , . . . t 1 ( 

’ throughout the eaagialga in France and Germany, our estimates of enemy 



jr. ; V v.e ; ; . 



troop strengths location and intentions were based ‘more on COMUfT than on any 



/ f 



Other source. 



' ■>> ^ 



■? 



< V * ' . r.* ‘i * d S7) 1 '■ 

■ , . f % -> f - •-& 



*T- 



l -C-* 



“I v-e* 
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• *>■ 



w.,. 



/ - . QOMINT WAS also the principal source of information used to select strategic 

" ? • . - I 

.-/• , - . 4 * . - ' ’ i- 1 

I 4). r « ' *.» . 1 * . * b 

J • ■ ' /i‘v" » « s r» 

* ,* ajrirf tactical bombing targets "Smqpsitg behind German lines and it helped us to 

"•Jv- .j : * - __ .. 

' ■'•' j '.V ; identify the testing of’ advanced weapons, such as Improved torpedoes and guided 



« *► 

*. _ - 
■ • /v . 






jnls Biles, In time *to get our scientists started on suitable countermeasures thus 

■*-*' ' ,. r - ■ r? ti. ■* ^ 

* - a. f ' *. ^ . .. : • . 

■i ^ greatly reducing the ultimate tactical effectiveness df the enemy's nev develop- 
.f • tt?nts. ' " - - - - ’ . ■ 

1 . Zi » 

. * 1 -* . ' ■» . 4 “ „ * - . “ \ . , ^ . 

-* 4 ~ «► * * “Jl . i ^ d 

‘ > ’ • • Sew I must- say' a word or two about the protection of CCMdfE. tfirst of 

* * •" is * t ' • S *1 --W, * 

* * •■is ■ / J y - f 

4 I ' - * -*!; 4 V - 

• - ill 'you have this very difficult psychological problem that our State Department 






«L ^ \ > « . 

Officials are confronted with. 'This is best told in the late Secretary Hull's 

. ’*• rl \ * - 

. , _ v and __ * 

• n. . ’fcemoirs, lock 1 ’will read you a little extract . He is talking about a meeting 

' t t i ■ • '*»■> •- - . , ... 

■’ ' * • *. * K% > . . ■ . - ' . ■ 

- ■ # dg - 4 . . ' . ;• ‘ - ■ 

■»' vith Matsuoka with' the Japanese Ambassador. "Actually 1 already knew the 

-• ,*^V, t-e - > . ■ 

- , ” ” , • * > wmfr ' • • • «• A* 

l f - contents' of the message . It contained a statement from Matsuoka to me that 






-t * 



. */ 






h- 



the German and Italian' leaders were confident of victory that American partial- 



-y *■ t 



\ ‘ Ration tn the European war would merely prolong it and bring about the destruction 

- A ■ *« , 



■ _ j 






'■of civilisation and that Japan could not injure the position of her Allies . 

< v . • , : • . • ■ - 

“• . * \ ;■ • a/ • • - 1,- *• '* 

. > .V j"* " - ^ X*!. ^ ~ 

-.'v'We knew this because cf the fact that our Navy and Army cipher experts, with 



- ,■ 4, \.' • t ■' : - - - 

r extar kable ingenuity had broken the Japanese code and were deciphering government 



, i 



■r 

A 



sjessd^s from Tokyo to Washington arid other capitals, translating them and 






the State DejttrWt for' our loforoatloh. these intercepts 

■ ■ .i _ . — yi? y _ , , \ 

r bearing our*' co&enhme MAGIC played little part in our early negotiations but 



■* ’ >.V ' 

4 -1 e» l ' JO, 

.V ' X * - 



4 were "of great iagxjrtance during thefiaal phases. They enabled us to know 

“ * ^ r “I? * ’ r ‘ ‘+ 1 

-t; .. ■ 4 v> - T - - 

> . ' . * *■• . ' — . > u 

> '' "xfihny df the instructions the Japanese ‘foreign Minister was sending to Nomura 



'A J 



' 's ' duod to other Japanese representatives'. It gave us a check on what Nomura 



«t 

♦. j 
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vaa 'rej&fting to Tokyo concerning the conversations he was holding with me 

■ 1 . , . - - ' : 

I u4 they shewed that the Japanese Government was going ahead with the plans 



. ' - 1 



_Sven while talk ing' peace with us . 1 looked upon them as 1 would look upon a 

v\ : \ 

Witness^ who was testifying against his own Bide of the case. I naturally had 

*i p # 1 - 

^ ‘ ■ ‘ * 

to he careful, never to give Nomura the slightest impression of this special 

V. . - -* 

knowledge, f had to take care to keep our conversation limited to the knowledge 

■ ’■ *’ : ■ , 

_ . . — . r , ' 

r ; ,#■ »- «- v > %- r- r , - .« • 

X might have gained from him or from normal diplomatic sources. This Is a 

4 * » V , 

‘ - . * 1 1 * X 1 m ' ’ , 

■ 'A- ... V\ . .. - , * ■ 

‘trick. Try it yourself someday and see whether you can remember where you got 

", • . \ , . . . . , • , - 

% Certain piece of information from. So as to safeguard the security of these 

, i , “ . . A 

.* ri. ’ * * 1 “ ’ i % 

messaged. X named one of ay secretaries to handle them, keep track of them and 

& «i’V . • i ' x ^ ■ . 

v ' 
{take sure that they were returned to the Navy or destroyed . " He mentions the 

■ . ‘ p \. * - ‘i 1 * *' ' r : * - r ■ . 

Navy, 1 will add that we 'had an agreement between the Services as to who would 

” - i f "" > s • . • ^ «.* , „• , 1 ' v 

. s >*i . - . ; . v. . * ’ . ■ 

"distribute to where." tip until we had such an agreement, it was a little like, 

r * ' » ** » * . ... _ . T 

• -v. " - . *. 

> ' * ^ r w r 

WCll little hoys running to the teacher with news, the Army 'trying to get to 

■: ■, * f'.£> . 

the" President before the Navy, and so oh. Well, this was no-go so an arrange- 

- r ^ 'L • , . • , 4 * , 

‘ - \ \ r 

’ t . \ » • ■ 

sent was worked out whereby Army would decrypt and translate messages hearing 

*; .. ■ • . ’*• ‘ ; J 

'the even date, that is cryptographic date, and the Navy would handle messages 

'•I • . — * 

hearing the odd "date and this way we divided the traffic up mare ar less 
* 

equally. The Army would distribute to the Chief of Staff' and bla bla bla 

end the Navy wckld distribute to the President and bla bla bla so that there 

=. ■ ■ there 

would be no conpetltian in running to 'these places and getting^ ahead of the 

v - - ’ 

* » 

Other Services. 






. ^ ^ ^ ^ 

Now, & few wards with regard to the organlsatlbn required "far effecitve 






CpM2$r operations. Intercept at foreign communications and subsequent processing 



